BlueOrange Alert:
Remote Device Best Practices
Due to the current COVID-19 pandemic, many organizations have an increased number of users working
remotely, many of whom may not have been required to work remotely in the past. It's important that an
organization implement security and support controls to encourage best practices among these users.
These can include:
•

Maintain an inventory of which devices and accessories have been supplied to users that will be
working remotely to ensure that security controls such as storage encryption and anti-malware
protection have been enabled, and so that the property can be recovered when no longer needed
for remote access

•

Ensuring that reasonable session locking, or monitoring is being enforced on the devices used for
remote access to limit the exposure of the organization's systems and data to unauthorized users
like family members or roommates

•

Instructing users to be aware of unauthorized users in the vicinity of the device that may be able
to view confidential or private information being displayed ("Shoulder surfing") and to not leave
the device unattended in order to reduce the likelihood of unauthorized access or theft

•

Monitor, identify and suspend the access of users exhibiting unusual activity

About BlueOrange Compliance:
BlueOrange Compliance specializes in assisting healthcare organizations navigate HIPAA and HITECH privacy and security
requirements. Complex, ever-changing healthcare regulations and increasing risks make it difficult for organizations to
stay in front of emerging cyber threats. As a single source, we equip every client with affordable, practical,
comprehensive privacy and security solutions, including multiple sources of information to help manage risk. Our
clients have peace of mind knowing they are compliant and prepared for potential breaches and adverse audits.
BlueOrange Compliance provides this alert for educational purposes only without warranty and specialized
advice should be sought about your specific circumstances.
Call 855.500.6272 or visit www.blueorangecompliance.com
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